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DETAILED ACTION 

Response to Amendment 

1 . This action is responding to application papers filed 4/21/2005, 

2. Claims 1-37 have been canceled. Claims 38 - 75 are pending. 
Independent claims are 38, 53, 69. 

Response to Arguments 

3. Applicant's arguments with respect to claims 1-37 have been considered 
but are moot in view of the new ground(s) of rejection. 

Claim Rejection - 35 USC § 103 

4. The text of Title 35, U.S. Code not included in this action can be found in a 
prior Office action. 

5. Claims 38, 39, 47 - 54, 61 - 70, 75 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Harklnson et al. (US Patent No. 6,799,202) in view of 
Williams (US Patent No. 6,304,973). 

Regarding Claims 38, 53, 69, Harkinson discloses an arrangement for serving 
information requests, comprising: 

a) a plurality of informational servers connected to a communications 

network, all of the informational servers having a common address on the 
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communications network (see Harkinson col. 2, lines 26-28: multiple 
members (i.e. information servers)) and serving a set of information to 
clients, each of the informational servers being configured to receive a 
transaction request associated with an individual transaction and to 
provide a response to each transaction request; (see Harkinson col. 2, 
lines 46-54: client information requests, server responses) and 
b) a content director (see Harkinson col. 9, lines 15-23: network switch, (i.e. 
content director, information controller)) connecting the informational 
servers to the communications network and distributing transaction 
requests among the informational servers comprising: 
i) a flow switch that parses plain text transaction requests to locate 
selected fields, selects an appropriate informational server to service 
each transaction request, and thereafter forwards at least portions of 
the parsed transaction requests to a selected one of the informational 
servers; (see Harkinson col. 9, lines 15-23: network switch ; col. 11, 
lines 53-56; col. 11, lines 59-64: identification information utilized for 
information processing ; col. 2, lines 46-54: requests processed and 
passed to servers) and 

Harkinson discloses parsing and informational server selection 
by the flow switch (see Harkinson col. 9, lines 15-23; col. 1 1 , lines 
53-56: network (i.e. flow) switch, identification information) Harkinson 
does not disclose encryption/decryption performed within the network 



Application/Control Number: 09/921,832 Page 4 

Art Unit: 2143 

interface and decryption completed prior to being routed by another 
flow switch. However, Williams discloses: 
ii) a cryptographic module that decrypts, prior to. cipher text transaction 
requests and provides plain text transaction requests to the flow 
switch, wherein, prior to decryption, the cipher text transaction 
requests have not been routed by another flow switch, (see Williams 
col. 6, lines 56-57; col. 5, lines 39-43; col. 5, lines 19-24; col. 7, lines 
17-23: encryption performed within network interfaces, before 
information processing by server) 

It would have been obvious to one of ordinary skill in the art at the 

time the invention was made to modify Harkinson to enable encryption 

capabilities within network interfaces for connected network nodes as 

taught by Williams. One of ordinary skill in the art would be motivated to 

t • • 

employ Williams in order to provide a high level of security assurance in a 

policy based security implementation within a network environment, (see 

Williams col. 4, lines 39-42: "... provides a unique implementation of 

cryptographic technology with high-assurance policy-based enforcement 

of packet flow ... prevents unauthorized users from gaining access to 

sensitive information . . . ") 

Regarding Claims 39, 54, 70, Harkinson discloses the arrangement of claims 
38, 53, 69, wherein, first and second encrypted transaction requests (see 
Harkinson col. 3, lines 5-7: simultaneous connections) are received from different 
clients having a common electronic address and served substantially 
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simultaneously by different informational servers (see Harkinson col. 2, lines 46- 
54; col. 11, lines 46-49: common addresses for multiple members (i.e. 
information servers)), wherein at least some of the responses include a cookie, 
wherein the cookie is generated by the informational server previously assigned 
by the flow switch to service transaction requests from the client, and wherein the 
flow switch uses at least one of an invariant, a cookie, and a tag in the parsed 
plain text equivalent of each transaction request to select an appropriate 
informational server to service each of the first and second transaction requests, 
(see Harkinson col. 9. lines 15-23; col. 18, lines 40-43; col. 22, line 63 - col. 23, 
line 4: network (i.e. flow) switch, SSL (i.e. cookie, server generated) techniques 
utilized) 

Regarding Claims 47, 62, Harkinson discloses the arrangement of claims 38, 

. • * t 

53, further comprising: at least one traffic manager located between the content 
director and one or more clients to effect load balancing across a plurality of 
content directors, (see Harkinson col. 17, lines 41-43; col. 17, lines 48-50: 
distribute (i.e. balance) system load across members, (i.e. server, content 
directors)) 

Regarding Claims 48, 63, Harkinson discloses the arrangement of claims 38, 
53, wherein the content director includes a current connection table listing active 
connections between servers and clients, the current connection table 
comprising, for a selected invariant, a session identifier identifying a session with 
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a client, a persistency timestamp indicating when a last transaction request was 
received from a client for the selected invariant, and cookie name and value, (see 
Harkinson col. 12, lines 44-47; col. 15, lines 3-9; col. 31. lines 37-38: active 
connections tracking ; col. 18, lines 40-43; col. 23, line 63 - col. 24, line 4: SSL 
(i.e. cookie) techniques utilized) 

Regarding Claims 49, 64, Harkinson discloses the arrangement of claims 38, 
53, wherein the flow switch is operable to tag a transaction response, the tag 
identifying an informational sen/er generating the transaction response, (see 
Harkinson col. 11, lines 53-56; col. 11, lines 59-64: identifying infomnation (i.e. 
tag) utilized to track information requests/responses) 

Regarding Claims 50, 65, Harkinson discloses the arrangement of claims 49, 

64, wherein at least sonic of the responses include a cookie, wherein the cookie 
is generated by the informational server previously assigned by the flow switch to 
service transaction requests from the client, and wherein the cookie is different 
from the tag. (see Harkinson col. 9, lines 15-23: network switch interconnects 
servers ; col. 18. lines 40-43; col. 22. line 63 - col. 23, line 4: SSL (i.e. cookie) 
techniques utilized in information processing) 

Regarding Claims 51, 66, Harkinson discloses the arrangement of claims 50, 

65, wherein the tag is concatenated to the cookie, (see Harkinson col. 18, lines 
40-43; col. 22, line 63 - col. 23, line 4: identification information mechanism, SSL 
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Regarding Claims 52, 67, Harkinson discloses the arrangement of claims 50, 
64, wherein, during a first time interval, the flow switch is in a tagging mode in 
which the switch generates and appends tags to transaction responses and, 
during a second different time interval, the switch operates in a digesting mode in 
which digests are generated, invariant hotness is monitored, and transaction 
requests are routed to informational servers based on requested invariant 
hotness and/or cookie, (see Harkinson col. 11, lines 53-56; col. 11, lines 59-64: 
identification information utilized in member (i.e. information server) processing ; 
col. 15, lines 49-54; col. 18, lines 21-23: cache (i.e. hotness, frequent usage) 
techniques utilized) 

'1 » * • 

Regarding Claim 61, Harkinson discloses the arrangement of claim 42, wherein 

the digest value is determined according to the following equation: L = h(K), 

where 0<= L<=M, for all keys K, where K is at least a portion of the invariant, h is 

the hash function, L is the location of Kin the table, and M is the size of the table. 

(see Harkinson col. 12, lines 1-5; col. 12, lines 10-13: data structure (i.e. hash 

table) generated for search (i.e. indexing) utilized a size parameter) 

Regarding Claim 68, Harkinson discloses a computer readable medium 
comprising instructions to perform the steps of claim 53. (see Harkinson col. 30, 
line 64 - col. 31, lines 1; col. 31, lines 8-10: software (i.e. computer readable 
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medium) to embody an information server processing system) 

Regarding Claim 75, Harkinson discloses the arrangement of claim 69, wherein 
the first flow switch means is operable to tag a transaction response, the tag 
identifying an informational server generating the transaction response, wherein 
at least some of the responses. include a cookie, wherein the cookie is generated 
by the informational server previously assigned by the first flow switching means 
to service transaction requests from the client, wherein the cookie is different 
from the tag, and wherein the tag is concatenated to the cookie, (see Harkinson 
col. 9, lines 15-23: network (i.e. flow) switch utilized to control information 
processing ; col. 11, lines 53-56; col. 11, lines 59-64: identification information 
(i.e. tag) utilized in information processing ; col. 18, lines 40-43; col. 22, line 63 - 
col. 23, line 4: SSL (i.e. cookie techniques) utilized 

6. Claims 40, 41, 44, 45, 55, 56, 59, 60, 71, 73 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Hankinson-Williams as applied to claim 38 
above, in view of Kekic at al. (US 6,763,370). 

Regarding Claims 40, 55, 71, Harkinson discloses the arrangement of claims 
38, 53, 69, wherein the content director further comprises: 

b) a cache processor that accesses the plurality of objects in response to 
communications received from the flow switch, (see Harkinson col. 15, 
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lines 49-54; col. 18, lines 21-23: cache (i.e. frequent usage) techniques 
utilized)) 

Harkinson discloses wherein a cache that stores a plurality of objects 
corresponding to transaction requests associated with the plurality of 
informational servers, the objects comprising a hot invariant table 
identifying information frequently requested from the informational servers, 
the hot invariant table including (see Harkinson col. 15, lines 49-54; col. 
18, lines 21-23: cache (i.e. hot variant, hotness, frequent usage) 
techniques utilized), for each invariant identifying corresponding 
information, (see Harkinson col. 11, lines 53-56; col. 11, lines 59-64: 
identification information utilized in member (i.e. information server) 
processing) Hankinson does not specifically disclose updating a counter 
and performing a pre-determined action when a threshold is surpassed. 
However, Kekic discloses: 
a) a hit counter indicating a number of transaction requests, received over a 
determined time interval, requesting the corresponding information; (see 
Kekic col. 27, lines 12-18: threshold processing utilizing a counter 
parameter) 

It would have been obvious to one of ordinary skill in the art at the time 
the invention was made to modify Harkinson to utilize a counter for the 
occurrence of monitored events and the performance of a pre-determined 
action when a threshold is surpassed as taught by Kekic. One of ordinary 
skill in the art would be motivated to modify Harkinson in order to 
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effectively monitor event occurrences, (see Kekic col. 4, line 66 - col. 5, 
line 4: "... network management solution for computer networks having a 
computer network management capability . . . efficiently manages a 
constantly changing and growing heterogeneous computer network . . 

Regarding Claims 41, 56, Harkinson discloses the arrangement of claims 40, 
55, wherein each invariant in the table further has a corresponding timestamp 
indicating when the respective entry was last updated, and a tag identifying a 
corresponding informational server providing the corresponding information, (see 
Harkinson col. 27, lines 21-26: time information utilized within communications 
processing ) 

Regarding Claims 44, 59, Harkinson discloses wherein the information 
corresponding to the invariant is served by a cache informational server and not 
an origin informational server, (see Harkinson col. 5, lines 55-58: specific 
functional members (i.e. servers)) Hankinson does not specifically disclose 
updating a counter and performing a pre-determined action when a threshold is 
surpassed. However, Kekic discloses the arrangement of claims 40, 55, 
wherein, when the hit counter for an invariant indicates at least a threshold 
transaction request receipt frequency, (see Kekic col. 27, lines 12-18: counter 
with a threshold) 

It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify Harkinson to utilize a counter for 
the occurrence of monitored events and the performance of a pre- 
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determined action when a threshold is surpassed as taught by Kekic. 
One of ordinary skill in the art would be motivated to modify Harkinson in 
order to effectively monitor event occurrences, (see Kekic col. 4, line 66 - 
col. 5, line 4) 

Regarding Claims 45, 60, Harkinson discloses wherein the information 
corresponding to the invariant (see Harkinson col. 1 1 , lines 53-56; col. 1 1 , lines 
59-64: identification information) is served by an origin infomriational server and 
not a cache informational server, (see Harkinson col. 5, lines 55-58: functional 
member (i.e. server)) Hankinson does not specifically disclose updating a 
counter and performing a pre-determined action when a threshold is surpassed. 
However, Kekic discloses the arrangement of claims 40, 59, wherein, when the 
hit counter for an invariant falls below a threshold transaction request receipt 
frequency, (see Kekic col. 27, lines 12-18: counter with a threshold) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Harkinson to utilize a counter for the occurrence of 
monitored events and the performance of a pre-determined action when a 
threshold is surpassed as taught by Kekic. One of ordinary skill in the art would 
be motivated to modify Harkinson in order to effectively monitor event 
occurrences, (see Kekic col. 4, line 66 - col. 5, line 4) 

Regarding Claim 73, Harkinson discloses wherein the invariant and information 
corresponding to the invariant is processed by a cache informational server 
and/or an origin informational server, (see Harkinson col. 1 1 , lines 53-56; col. 1 1 , 
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lines 59-64: identification information processed by members (i.e. servers) ; col. 
5. lines 55-58: functional members (i.e. servers)) 

Hankinson does not specifically disclose updating a counter and performing 
a pre-determined action when a threshold is surpassed. However, Kekic 
discloses the arrangement of claim 70, wherein, when the hit counter for an 
invariant indicates at least a threshold transaction request receipt frequency and 
the hit counter for an invariant falls below a threshold transaction request receipt 
frequency, (see Kekic col. 27, lines 12-18: counter processing utilizing a 
threshold parameter) 

It would have been obvious to one of ordinary skill in the art at the time the 

invention was made to modify Harkinson to utilize a counter for the occurrence of 

monitored events and the performance of a pre-determined action when a 

threshold is surpassed as taught by Kekic. One of ordinary skill in the art would 
^ * • « 

be motivated to modify Harkinson in order to effectively monitor event 
occurrences, (see Kekic col. 4, line 66 - col. 5, line 4) 

7. Claims 42, 43, 46, 57, 58, 72, 74 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Hankinson-Williams- Kekic as applied to claims 38, 40 
above, and further in view of Schmeidler (US 6,763,370). 

Regarding Claims 42, 57, 58, 72, Harkinson discloses wherein the content 
director generates a data stmcture based on request information, but Harkinson 
does not specifically disclose the generated hash (i.e. digest) value used as an 



Application/Control Number: 09/921 ,832 Page 
Art Unit: 2143 

index parameter for data structure. However, Schmeidler discloses the 
arrangement of claims 40. 42, 55, 71 , wherein: 

a) a digest generator that generates, when the hit counter for an invariant 
indicates at least a threshold transaction request receipt frequency, a 
digest value pointing to the location in the table where the corresponding 
entry is stored; (see Schmeidler col. 18. lines 44-51: hash (i.e. digest) 
generation techniques) and 

b) a digest store that stores the digests corresponding to frequently 
requested content, (see Schmeidler col. 18. lines 44-51: hash (i.e. digest) 
generation techniques) 

It would have been obvious to one of ordinary skill in the art at the time 
the invention was made to modify Harkinson to utilize encryption 
technology in the generation of a hash (i.e. digest) value to be used as an 

'• A * 

table index parameter as taught by Schmeidler. One of ordinary skill in 
the art would be motivated to enhance Harkinson in order to strengthen 
security for data structures defining transaction information, (see 
Schmeidler col. 4, lines 34-47: "... a server apparatus connectable over a 
computer network to one or more requestor processes . . . " ; col. 29, lines 
10-13:"... virtual store front server 215 and database 213 are coupled to 
cache server 210 over a private, secure local area network 205 . 

Regarding Claim 43, Harkinson discloses the generation of a data structure 
based on request information (see Harkinson col. 12, lines 1-5; col. 12, lines 10- 
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13: data structure (i.e. hash table)), but Harkinson does not specifically disclose 
the generated hash value used as an index parameter for a data stmcture. 
However, Schmeidler discloses the arrangement of claim 42, wherein the digest 
store includes a digest value for each frequently requested invariant (see 
Schmeidler col, 18, lines 44-51: hash (i.e. digest) generation techniques) 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Harkinson to use encryption techniques to 
generate a hash (digest) value used as an index as taught by Schmeidler, One 
of ordinary skill in the art would be motivated to enhance Harkinson in order to 
strengthen security for data structures defining transaction information, (see 
Schmeidler col. 4, lines 34-47; col, 29, lines 10-13) 

Regarding Claims 46, 74, Harkinson discloses the arrangement of claims 42, 
72, wherein the digest value is determined according to the following equation: L 
= h(K), where 0<= L<=M, for all keys K, where K is at least a portion of the 
invariant, h is the hash function, L is the location of Kin the table, and M is the 
size of the table, (see col, 12, lines 1-5; col. 12, lines 10-13: data structure (i.e. 
hash table) generated for search (i,e, indexing) utilized a size parameter) 

Conclusion 

8. Applicant's amendment necessitated the new ground(s) of rejection 
presented in this Office action. Accordingly, THIS ACTION IS MADE FINAL, 
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See MPEP § 706.07(a). Applicant is reminded of the extension of time policy as 
setforth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire 
THREE MONTHS from the mailing date of this action. In the event a first reply is 
filed within TWO MONTHS of the mailing date of this final action and the advisory 
action is not mailed until after the end of the THREE-MONTH shortened statutory 
period, then the shortened statutory period will expire on the date the advisory 
action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be 
calculated from the mailing date of the advisory action. In no event, however, will 
the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Kyung H. Shin whose telephone number is 
(571 ) 272-3920. The examiner can normally be reached on 9 am - 7 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, David A. Wiley can be reached on (571) 272-3923. The 
fax phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 



/CMS 



Kyung H Shin 
Patent Examiner 
Art Unit 2143 



KHS 

July 9, 2005 




DAViDmer 

SUPERVISORY WfENT EXAMINER 
TECHNOLOGY CBTTER 21 00 



